WITCard Case Study

European Campus elD Goes Live - “One Yearon....”

Presentation by Eugene McKenna
Waterford Institute of Technology
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Implemented at Waterford Institute of Technology in 1999
Two year Research & Development Programme — US based
Card Technology — Contact Chip, Mag Stripe & Bar Code

Initial Applications — ID, Print/Copying, Access Control &
Cashless Payments

» 10,000 cards issued in first year

» Other card systems — Mondex, FSU Card ..........

» January 2012 — Replaced by the new EECS System
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The Origional WITCard System
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Standardisation & Interoperability

Token system— System independent of Card Technology

Ease of E-purse top-up

Non-proprietary access to System — CAl — standardised protocol
Modular & Scalable

High Level of Security

Mobility of Students (SCM)

External Vendor Access

Future Proofing —Technology Advances & Investment protection
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The European Campus elD Solution — 3 Corei\/lo@a
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+ Java based GUI
Administration ° Controls CAMS entities such as devices & application

* Provides comprehensive Management
and transparent visibility of Interface
application transactional data
Transaction Multiple » Multiple application specific
Audit Trail : purses. e.g Print/Copy Purse
udit Tra Electronic * Provides control over spending

Purses of funds

Us_er . . * Allows the user to identify
- Verification of user  Authentication Multiple themselves to the system
identities via tokens & Tokens * Can utilise a range of
Validation technologies e.g. NFC,
SmartCard

_ . ) * Various security technologies utilised
- Web-based reporting engine Central Security e.g. mutual authentication certificates

. Fet;lturi.ng dStantda;dised or Rep ortin g * Supports LDAP authentication
customised outputs

e.g. diagnostic, financial

End User
Portal

* Provides end-users access information
such as transactional history
» Allows for top up of electronic purses
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* Security layer that provides mutual authentication
between CAIl and client devices

- Provides initial client device validation SeCl.Jre .
before secure session is created Authentication
Interface _ o .
. . - Provides authorisation for clients
Client Device Client Device to perform functions in CAMS
Authentication Authorisation

* Provides a Web Services

» Manages the lifecycle of Client DeVIC.e External API and libraries to allow
the communications Secure Session Vendor external vendors to
between the client Management Interface connect to CAMS
device and CAMS

Token Top-up * Allows users to add funds to their

* Provides validation of token details Validation Interface account following client device and
prior to allowing end users to interact Interface token authentication
with CAMS Payment

Interface

* Allows users to make payments from their account
following client device and token authentication
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SCM - Functionality Overview
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Current Applications
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v"Web based portal

v Secure Real-time access

v Available 24/7
v User Friendly portal =
v Fast real time top-up option
. @ Waterford i" sane® ﬁ
v Control Card Finances nnlanﬁ
—Individual E-purses
v Transparent / greater — — —

visibility for user
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Top-Up & E-Purse Structure
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Card Top-up Options

Web Card Portal

Mobile Phone App

afone IE 3G 11:48 @ © 83% ==y

WITCard Log Out

-
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services' wircard

Welcome David,

Your Badlonce is:
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v" Smart Phone App

v" Secure real-time
access 24/7

v Easy-to-use

v" FAST - Real-time
top-up

v Transparency/
visibility

«...vodafone IE 3G 11:48

campus

services
Student/Staff Number:

Password:

Login Reset

Please Enter Your Details to Log In

Login Screen

s....vodafone IE 3G 11:48 @ © 83% ==y

WITCard Log Out

&
campus -

services witCard

Welcome David,
Your Badlonce is:

Home Screen
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What's Next for the new WITCard

» Implementation of the SCM module

» Print kiosks and cloud based printing

» On-line and Self Service Card production

» Further development in the Smart phone App

» Dual Campus & Bank Debit Card
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» Non- proprietary access to the card system — standardized protocol
» Inter-connectivity of systems between HE Institutions

» Multi Token based systems — no dependence on a particular technology
» Web and Mobile Phone E-purse top-up

» Interoperability & Mobility

campus ¥
services witCard

» External Vendor Access—e.g. Student Status

Welcome David,
Your Badlance is:

» E Payments

» Bank Card
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Further Information on the WITCard available from:
www.wit.ie/witcard
Email: emckenna@wit.ie
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