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1. Who are we? Observatorio ?I'UI

University of Murcia

« Medium/Large University in Spain
— 116 degrees
— 36.000 students
— 4.000 workers (PAS and PDI)

* International Excellence Campus for Higher Education and
Research

UNIVERSIDAD DE
MURCIA |

CAMPUS MARE NOSTRUM

« Strong technological vocation

www.um.es
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1. Who are we? Observatorio ?I'UI

ATICA

o |nf lon Technol A f the University of Murcia
nformation Technology Area o versity urci ATICA

— Around 200 qualified technicians
— Above 150 applications developed

— Manage, develop and maintain all
technical services of the university

— Support all university community
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1. Who are we? Observatorio ?I'UI

External developments

Some references in e-Goverment projects :
« ACCV. Agencia Valenciana de Certificacion

¢ Integ ratlon Of our SOIUUOnS: * Acuamed. Aguas de las Cuencas Mediterraneas
. . » Asamblea Regional de Murcia
— Electronic Invoice eFACTURA + City hall of Caravaca
. . » City hall of Cieza
— Certified scanning @facttm + City hall of Lorca

. + City hall of Mazarrén
— Portafirmas forlaffrmen + City hall of Murcia
* CARM. Government of Murcia
+ Comunidad de Regantes del Campo de Cartagena
» Consejo Econémico y Social de la Region de Murcia

¢ C UStO m d eve I 0 p me nts * CGAE. Consejo General de la Abogacia
» CRUE. Conferencia de Rectores de las Universidades Espafiolas
— e-Governemnt Workflow * FFRM. Federacion de Futbol de la Region de Murcia
L . » Fundacion Integra
- Oﬁ|C|aI WebS|teS * ICREF. Instituto de Crédito y Finanzas de la Regién de Murcia
.. ) * INFO. Instituto de Fomento de la Region de Murcia
— Process optimization . Puertos del Estado

e SMS. Servicio Murciano de Salud
« TABIMED. Tasaciones de bienes del Mediterraneo
e Telefénica

e Last 5 years. ~100 proj ects « University of Barcelona
» University of Granada
fO r ~50 cu Sto mers. » University of Santiago de Compostela

» University of Jaume |
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1. Who are we? Observatorio ?I'UI

e-Government Group

 e-Government Group
— 10 people
— Support, Engineers, Legal, Mover
— Public/private employees

« Develop for production &
— Agile development @ @dministracion

electrénica

— Pilots to services ASAP

Traveller, there is no path: paths are made by walking
(Antonio Machado — Cantares)
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2. Along time ago... Observatorio STUI

...in a Galaxy far, far away

* First smartcard on 1997
— Payment (WG10): Vending, Cash, ATM and more
— Access Control: TICA/Kron
— Computer access: GINA
— Virtual Kiosk

* Our first steps (on Signature):
— 1999: Our own PKI
— 2003: A few pilots (Electronic invoice, PocketPC)

What we had: Identity & some pilots
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2. Along time ago... Observatorio STUI

From smartcard to signature

« Act on Electronic signature 59/2003
 What it offers

— Authentication, Signature & Certificate Authorities

’fo\

« What signature allows

— e-Government

 What e-Government gives

— Faster process, Reduce costs, etc.

What we did: Have added a certificate (2KB to 8KB)
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3. e-Government Group Observatorio STUI

Adolescence

« The card is the key

i Asistente de instalacién de UMU -Crypto
4

Bienvenido a la instal
UMU-Crypto (2.1.0).

— Enforce certificate on card

A conkinuacion se le guiard en lains
que le permitira hacer uso del certif;

— Signature mandatory (Board of directors support!)

Por Favor, cierre todos los program:
ankes de cantinuar,

« 2005: Some production applications/services

— UMU-Crypto (windows) | m —

UNIVERSIDAD DE Instalador de UMU-Cr
MURCIA

« PKCS#11 and software cryptography S

— firmador.um.es

» Web application for single-document signing (pdf/xml)

— Portafirmas (1.0

» Applications/Users send documents to be signed

®
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3. e-Government Group Observatorio ?I'UI

Madurity

 Act on Citizens' Electronic Access to Public Services 11/2007
— Services are a must!

« S0 we created

— A bunch of services & applications poricffrnss
volantes
« And focused on: g/ factum

— Windows, Linux, OSX %
— Internal management

e Students
« PAS/PDI (Staff)
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3. e-Government Group Observatorio STUI

Statistics

— 150.000 Signatures/month Portafirmas

« 100.000 of them made from card = A
N N ji Azs \433
— 180.000 Validations/month - / - sona
. i$ /155
— +10.000 Signed documents/month ;&
— And growing!
Portafirmas
o Archive -
B Documentsfyear B Total amount
®
17 University of Murcia + Santander Universities = USC International Observatory @ @ dministracion

electrdnica



4. Services and Applications at
University of Murcia

Observatorio PTUI

University of Murcia + Santander Universities = USC International Observatory



4. Services and Applications @ UMU Observatorio STUI

Official Electronic Website

« Sede Electrénica de la Universidad de Murcia sede.um.es
— Point of entry for citizen/user services

— Electronic registry (Application forms)

N ps .
T TOUM  Regstr
Carpeta Ciudadana Tablon Oficial Registro Electronico
Obt: 2
f,ertifei:agg A’ =2 g ) b
Validador de Documentos Catalogo de Procedimientos Soporte técnico a usuarios Normativa Universitaria
Sal 0;.»4 g cb pul .’a B ”do aﬁ E
e eibions | 338 265 523000 o Y
@
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4. Services and Applications @ UMU Observatorio STUI

ELECTRA
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lBEcEr=

PLATAFORMA DE ADMINSTRACION ELECTRONICA

m ¢ Sellado | B ACVS | . - Capacitacion
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@
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4. Services and Applications @ UMU Observatorio STUI

Portafirmas

porlaffiames

FIRMA DE DOCUMENTOS CLECTRONICOS

“Portafirmas de Documentos Electronicos”
is an electronic signature tool for electronic
documents, this tool allows users to sign, in
a single step, all outstanding documents,
manage them and print certified copies.

Web + Java Applet
Verify signature

Add timestamp

Mobile + PKCSH12 e Extend to XAdES-XL
) Certified copies
Batch signning

Other applications

®
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4. Services and Applications @ UMU Observatorio ?I'UI

arpeta (Citizen’s portfolio)

Carpeta Ciudada

©  [Mis tramites] (AECURS0S MWANDS] 2 UNIVERSIDAD DE
MURCI

LTy
_ Solicitud Ayuda Sodial de SANCHEZ MARTINEZ.DANIEL

3 Carpeta Ciudadana

¥ wistramites ®®  Mis nofificaciones E Mis copias Usuario: DANIEL SANCHEZ MARTINEZ - danielsm@um.es Salir

(]
_ e

Si desea acceder 2l contenido de la notificacisn, firme el acuse de recibo inferior con su certificado electrénico
E . Personales(3) reconocide, dejanda asi constancia de su voluntad, Para ello pulse el botén ‘Firmar y Acceder'.

SOLICITANTE v . Pendientes(1)
= . il [Resolucién Personal de PRUEBA.USUZ Acuse de recibo de notificacion electronica
asorn SANCHEZ MARTINEZ oL o LY Accadidas(2)
danmsmgom s Resolucién Personal de PRUEBA.USUA Asunto: Resolucion Personal de PRUEBA USUARID
Datos laborales Resolucién Personal de PRUEBA.USUA

Resolucién Personal de PRUEBA.USUARIO

caciol

SOLICITUD DE AYUDA POR ADOPCION

Emisor de la notificacién: E438 - SEC. DE SEGURIDAD SOCIAL Y A. SOCIAL

Eanoo Asca 319 & Rechazadas(0)
" En representacion(3) Destinatario de la nofificacion: ~ 433807S3R - DANEL SANCHEZ MARTINEZ

g0 Pest » . pendientes(2)
0003 L 5 Accadidas(a) | Fecha de puesta a disposicién:  25/10/2012
g Rechazadas(o) PID de la notificacion: ES-UMU-000000025272-2012
Resumen digital de la dFapBa/4MPXgCGIKIynETOHESE=
notificacion:

Finalidad del acuse de recibo:  ACCESQ

Usisaric: DAMIEL SANCHEZ MARTINEZ Sistema de notificacion: COMPARECENCIA

O [Mis copias) (secur

CrE— e e
Alta Trienios de SANCHEZ MARTINEZ.DANIEL

@ si transcurren 10 dias naturales desde la fecha de puesta a disposicion sin que acceda o rechace el contenido, se
a| = ) n dera que la n én ha sido rachazad

i Universidad de Murcia: Avda, Teniente Flomesta, n® 5 - 30003 - Murciz
Teléfono: +34 868 883000
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-
]
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4. Services and Applications @ UMU Observatorio ?I'UI

Gesta (Process Management)

Usmusaric: AW 105

L e

Solicitud Ayuda Social de JESUS DAMIAN JIMENEZ RE
|# Tramstaciin = fapadentes Lt Flujo

i apedatacial
= i AUDA SOCIAL DF JIMENZ RE.JFSLS Dy
# racTuna

P - Flujo de Fiscalizacion de solicitud
[Senbeitnsd ryuste cill e 15U 00

SOLICITUD DE CONCESION DE AYUDAS MEDICO-FARMACEUTICAS

ATURA SOCEAL DE JIMENET BE.JESUS O
ATUBA SGCEAL DE MARIN LOPE2 CRLIZ i soucmaTe
o SO OE aANSN LOEECRLE

AUDA SOCEAL DE RUIT PAREDES VIRG -

e Averez e JESUS DAMAN

[ty

Datos laborales

Mutaca. PROFESORES TITULARES OF ESCUELAS Tacuitad da inkormatcs ansy
LNVERBITARIAS

Domicilic partcular

VUL SOCEAL DE LGZANG A0MEZ L8

h o

| s 0l 0 it S0 s T )
& Tramracicenansuslasdasoaal fricny e i wbicer ou @ Ae ot
LA Pl B
B PERSOMA POR LA QUE SOLICITA LA AYUDA
%% qest e , v
gesta ? o P— DORCEDCATOME0S in 2
i e x Famaod
A i e ) 1
) g
. sl @ s ! i P AREE P PRl
coee Estado actual de los expedientes de ayuda social abiertos
S A e — 4
. | VERSIOA | DO ATk Eamzacd
m— ; é x ' | o
Cp——r— - %
i & Tegodarins
L] b B PO D0 B | W B Sl n
| . | " |
Estado actual de los expedientes de ayuda social abiertos s ; . ]
1 Lo otk
Expedientes de ayuda social por estado de tramitacion o . |

57 @y —
44 Oude “ i OAN

®
23 University of Murcia + Santander Universities = USC International Observatory @ @ dministracion

electrdnica



4. Services and Applications @ UMU Observatorio ?I'UI

Overview

Notify
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5. USC International Observatory Observatorio ?I'UI

Introduction

« Santander Universities
« TUI=USC
« USC International Observatory
— Established in December 2012
— 15 people
— Specialization:
« e-Government
« Mobile and Mobility

Wwww.observatoriotui.com

26 University of Murcia + Santander Universities = USC International Observatory



5. USC International Observatory Observatorio ?I'UI

Roadmap 2013

« National competition for USC use cases ideas
« National (and International) USC survey.
« 1st USC International Congress

— 168 people, 61 universities, 10 countries

— On site card printing

Know what universities need
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5. USC International Observatory Observatorio ?I'UI

Roadmap 2013

* Proposal to improve the USC
— USC must be open: its a key to services
— Real multiapplication: Universities are personalizers
— Student mobllity
* e-Government
— SSCD for any CA
— HSM Qualified signature
« Share experiences, reduce costs and increase reusability

Collaboration
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5. USC International Observatory Observatorio ?I'UI

Roadmap 2013

Collaboration
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Student Mobility

Observatorio PTUI

University of Murcia + Santander Universities = USC International Observatory



6. Future of USC & Student Mobility Observatorio ?I'UI

 Future
— Mobile: NFC, MicroSD, SIM(?)
— HSM: ETSI TS 14167-5

« How to achieve Mobility / Interoperability?
— Certificates? Minimum attributes? EECS? STORK?

A lot to disccus/work, we can do something in the meantime
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6. Future of USC & Student Mobility Observatorio ?I'UI

Another Approach

Your

university 1 N Gradebook
name Request
HERE 2
Gradebook
3
5
4 Gradebook
Request
Authorized

32 University of Murcia + Santander Universities = USC International Observatory



7. Summary Observatorio ?I'UI
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7. Summary Observatorio PTUI

« e-Governmet is an advantage
— Even for northern countries!
— Spain is quite advanced (oth United Nations e-Government Survey 2010)
* Even technically: @firma, MITyCXadesLIib, etc.
 We know legal environments differ
— Portugal, Brasil

 NFC is the future, smartcards are the way, USC is our bet

Collaboration is the only way
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